HNudopmarionHas namsTka Jyist 00y4arolpxcs o 0e30MacHOCTH B
CCTHU UHTCPHCT

C KaxapIM TrOJ0OM MOJIOJIC)KM B MUHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOIbHUKHU
OJIHM W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeMm, NOMHUMO
OTPOMHOTO KOJHMYECTBA BO3MOXHOCTEW, HMHTEPHET HECET W MpoOsiemMbl. ITa
maMsaTKa JOJKHA TOMOYb TeOe 0e30IMacHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYChI

KoMmnbloTepHblii BHpPYC - 3TO PAa3sHOBUJIHOCTb KOMIBIOTEPHBIX IPOTPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHIO.
B nmonosiHeHHE K 3TOMY, BUPYChl MOT'YT HOBPEIUTh WU MOJHOCTHIO YHUUYTOKUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3almynieHa 3apaxEéHHas mporpamma, a TakKKe MOBPEIUTh WM AK€ YHUUTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BCceMHU (paiinamu B LEeJIOM. B OONBIIMHCTBE ClydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOTrPaMM:

1. Wcnonb3yil cCOBpEMEHHBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPhEZHBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX POTPaMM;

2. IlocrossHHO ycTaHaBiuBail ma4yTh (UUGPOBBIE 3alIaTKH, KOTOPHIE
aBTOMATUYECKM YCTAaHABIIMBAIOTCS C LENbIO J0pPaOTKUM MporpaMMmbl) U
Jpyryve OOHOBJICHUS CBOEH OIepaluoHHON cucTeMbl. CKauuBail MX TOJBKO C
opurmanpHoro caiira paspadorunka OC. Ecnam cymecTtByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. PaGortaii Ha cBOEeM KOMIIBIOTEpE 110 TpaBaMU TOJIb30BATENsI, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM
WHCTAJUINPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnonb3ylh  aHTUBHUPYCHbIE  NPOTpaMMHBIE  TMPOIYKTHl ~ M3BECTHBIX

MIPOU3BOMUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3;

Orpannyb (pU3NUECKU AOCTYI K KOMITBIOTEPY sl IOCTOPOHHUX JIUILL;

Hcnonb3yil BHEITHUE HOCUTENU UH(OPMAIINH, TaKKE KaK (JIemiKa, JUCK UIH

(aiin U3 UHTEpHETAa, TOJIBKO U3 MPO(EPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIE (DAilsIbl, MOJYYEHHBIE M3 HEHAJIEXKHBIX
UCTOYHUKOB. Jlaxke Te (aiiyibl, KOTOpbIe MpUCIad TBOM 3HAKOMBIN. Jlydiie
YTOUYHHU y HETO, OTIPABJISUI JIU OH Te€OE HX.
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Cern WI-FI

Wi-Fi - 510 He BuI mnepenayd JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUINb OPEHI,
mapka. Eme B 1991 roay HujaepiiaHjckass KOMIIAHUSI 3aperucTpupoBaja OpeH.
«WECA», uto o6o3Hauano cioBocoueranue «Wireless Fidelity», koropblit
NEePEeBOIUTCS KaK «OecpoBOAHAS TOUHOCTb.



Jlo Hamlero BpeMeHH Joluia apyras a00peBHaTypa, KOTopas SIBISIETCS TakoW ke
TexHonorueu. Ito abopesuarypa « Wi-Fi». Takoe Ha3BaHue ObLIO JAHO C HAMEKOM
Ha CTaHAapT BbIcIIMA 3ByKoBOM TexHuku Hi-Fi, uro B mepeBoge o3Havaer
«BBICOKAsI TOYHOCTH.

Jla, OecruiaTHBIM HMHTEPHET-TOCTYII B Kade, OTEIAX W adporopTax SBISCTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTrHE 3KCIEepThl CUMTAIOT,
yTo obmeaoctynHbie WiFi cetn He sBisitoTCst 6€30TaCHBIMU.

CoBeTbI 110 0€30MACHOCTH padoTe B 001eT0CTYNHBIX ceTsax Wi-fi

1. He mepenaBaii cBOIO JIMYHYIO WH(pOpMAINUIO depe3 obmenoctynHsie Wi-Fi
cetu. Paboras B HUX, jKelaTeIbHO HE BBOJAMTH MMAPOJIM JIOCTYIIA, JOTUHBI U
KaKue-TO HOMEDA,

2. Ucnonws3yit 1 OOHOBJISIH aHTUBUPYCHBIE MporpamMMbl U Opanamayep. Tem
caMbIM Thl 00€30IacHIllb Ce0s1 OT 3aKaYKH BUpPycCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanun Wi-Fi otkmoun dyHkiuo «O0muii 1octyn K daiinam
u npuHTepam». JlaHHas (QyHKIUS 3aKpbiTa MO0 yMOJYaHUIO, OJHAKO
HEKOTOpbIE TMOJIb30BATEIM AKTUBUPYIOT €€ ISl yI00CTBA HCIIOJIb30BAHUS B
paboTte wim yueode;

4. He wucnonb3yit nyommunbii WI-FI anda nepemaum JIMYHBIX J1aHHBIX,
HaIrpuMep JJIsl BEIX0JIa B COLIMAIBHBIE CETH WM B JICKTPOHHYIO MTOYTY;

5. Mnonb3y# Tonbko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-ajpeca BBOAU UMEHHO «https://»;

6. B moOwipHOM Tenedone otkiaroun ¢yHkmmoo «[lomkmouenne k Wi-Fi
aBpToMaTuueckw». He  nmomyckahk  aBTOMAaTHYECKOTO  MOJKIIFOYCHUS
ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormnacusi.

CoununajabHbIe CeTH

CouualibHble CETH aKTUBHO BXOJSAT B HaIlly W3Hb, MHOTHE JIOJU paOOTalOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUUIAAp/]] YETIOBEK,
YTO SIBISCTCS OJHOM CeIbMOM BCEX JKMTEJIEH IUIaHeThl. MHOTHE IT0JIb30BaTeNId HE
MOHMMAIOT, YTO WH(OpMaIms, pa3MelieHHas UMHU B COITMAIBHBIX CETAX, MOXKET
OBITh HaliflcHAa W HCIIOJb30BaHA KEM YIrOJHO, B TOM 4YHCJIE HE 0053aTeIBHO C
OJlaruMu HaMEPEHUSIMU.

OcHogHble cosembl nO 0€30NACHOCMU 6 COUUATbHbBIX CeEMAX.

1. Orpannub criucok apy3ei. Y 1e0s B Ipy3baX HE JOJKHO ObITh CIIyYaillHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuimaii CBOIO YacTHYIO ku3Hb. He ykaspiBaii maposu, TenedoHsl, aapeca,
JaTy ~ TBOETO  POXJIEHUS W JPYIryl0  JIMYHYIO  HHQOpMAIHIO.
370yMBIIIJICHHUKH MOTYT KCIIOJIb30BATh Ja)Ke€ MH(DOPMAILIMIO O TOM, KaK Thl
Y TBOM POAUTEIIN IIJIAHUPYETE IPOBECTH KAHUKYJIBL;



3. 3amumiail CBOK penmyTaluio - JepKU €€ B UNCTOTE U 3a/laBail cebe BOMpocC:
X0Ten ObI Thl, YTOOBI APYTUE MOJB30BATEIHN BUACIHU, YTO ThI 3arpy’Kaeiib?
[Tomymaii, mpesxae 4eM 4To-TO OMmyOJIMKOBATh, HAMMCATD U 3arPy3UTh;

4. Ecnu Tl TOBOpUIIB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE
peaibHOe UMS U JPYTYIO JIMYHYIO WH(GOpMAIMU: UMsI, MECTO >KUTEIHCTBA,
MECTO y4eObl U IPOUEe;

5. U36eraii pazmenienust gororpaduii B MuaTEpHETE, T/IE THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTh TBOE MECTOMOJIOKEHHE;

6. Ilpu perucrpanuu B COUUANIbHON CETU HEOOXOIMMO HUCIIOJIB30BATh CIOKHBIE
[apoJIx, COCTOSIIIME U3 OYKB U IM(P U C KOJTMUYECTBOM 3HAKOB HE MEHEE §;

7. Jlyia couuanbHOM CeTH, MOYTHI U IPYIHMX CaiTOB HEOOXOJUMO HCIIO0Ib30BaTh
pasHble napoau. Torna ecnu Te€0s B37I0OMAKOT, TO 3JI0YMBIIIJIEHHUKY TOJTy4YaT
JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

JJIEKTPOHHbIE ICHbI'H

3JICKTpOHHbIe A€HbI'H — 3JTO OYCHb y,Z[O6HBIﬁ crroco0 HnaTemeﬁ, OJHAaKoO
CYIICCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTDb 3TH ACHBI'H.

3J’I€KTpOHHBI€ ACHBI'H IIOABUJINCH COBCEM HCOABHO WM HMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyaAapCTBax A0 CUX IMOP HC ITPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIE UX
pa3AeisItOT Ha HECKOJIBKO BHUJIOB - aHOHMMHBIC U HE aHOHMMHBIC. PasHuIa B TOM,
YTO AHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3pelracTcss MPOBOAHUTHL Omeparuu 0e3
WJISHTU(PUKAIIMY TT0JIb30BaTENs, a B HCAHOHUMHBIX MJICHTHU(UKAIIUN TTOJIb30BaTEeIs
SIBIISIETCS 00s3aTEIIHLHOM.

Taxxke cienyeT pasnuyarb  AJEKTPOHHbE  (uaTHble  JI€HBIW  (PaBHBI
rOCyJIapCTBEHHBIM BaJIFOTaM) U DJICKTPOHHBbIC HedUATHBIE ACHLIM (HE pPaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHogHble cosembl no 6e30nacHoll pabome ¢ ITEKMPOHHBIMU OCHL2AMU .

1. TlpuBsku K cueTy MOOMIBHBIN TenehoH. ITO camblii yAOOHBIM U OBICTPHII
Croco0 BOCCTAaHOBHUTH JOCTYI K cueTy. [IpuBs3aHHBIM Tene(oH MOMOXKET,
ecnu 3alyjaelib CBOW IUIATeKHBIA TapoJib WM 3aiiielllb Ha CalT ¢
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit omHOpa3oBbie maponu. llocie mepexona Ha YCUICHHYIO
aBTOpHU3aluio Tebe yke He OyneT YrpokaTh ONACHOCTh KpaXw WM
nepexBara TIaTeKHOTO Mapois;

3. Boibepu cnoxubiii mapoib. [IpectymHukam Oyaer He MpOCTO yrajaTh
CJIOXKHBIA TIapoiib. HanmexxHeie mapoiim — 3TO MapoJid, KOTOPBIE COIEpKAT
HE MEHee 8 3HAaKOB W BKIIOYAIOT B c€OS CTPOUYHBIE M MPOMHUCHBIE OYKBBHI,
mudpel ¥ HECKOJBKO CHMBOJIOB, Takhe€ Kak 3HaK jaoiuiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.11. Hanmpumep, StROng!;;

4. He BBOAM CBOM JTUYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE JTIOBEPSICIIIb.



JJIeKTPOHHAA MOYTA

DJIEKTPOHHASI MOYTA — 3TO TEXHOJIOTUS U MPEIOCTaBISIEMBIE €10 YCIYTH IO
MEPECHUIKE U MOTYUYEHHUIO AIEKTPOHHBIX COOOICHUH, KOTOPHIE PaCIpeaeIaioTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO BJIEKTPOHHBIA TMOYTOBBIA SIIUK BBITIISAIAT
CIICAYIOIIUM 00pa3oM: UMsI_TOJIb30BaTeIA(@WUMs_JIoMeHa. Takke KpoMme Trepeadu
MIPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh IlepeiaBaTh (hauJibl.

OcHoeHbvle coeempl no 6e30nacHoll padome ¢ INEKMPOHHOU ROUMOIL .

1. Hamo BbIOpaTh mNpaBUJIBHBIA TMOYTOBBIM cepBUC. B uHTepHeTe ecThb
OTPOMHBI BBIOOp OECIUIATHBIX TIOYTOBBIX CEPBUCOB, OJHAKO JIydYIIe
JIOBEPATH TEM, KOTO 3HAEIIb U KTO NIEPBbIM B PEUTHHIE;

2. He ykaspiBail B IMYHOW TOYTE JIUUHYIO HHpopmaruio. Hanpumep, myudie
BBIOpATh «MY3bIKaIbHBIN (panaT@» uim «pok2013» BmecTo «Ttemal3»;

3. Ucnonp3yit AByXdTANHYIO0 aBTOPU3ALMIO. ITO KOT/Ia IOMUMO MapoJsi HYKHO
BBOJUTH KOJ, MPUChLIaeMblii 0 SMS;

4. BpiOepu cnoxHbIN Mapodib. JIJisi KaXKI0ro mouTOBOTO SIKMKa JAOKEH ObITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Eciim ecth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMYHBIM BOMpOC,
WCIOJIb3YH 3TY BO3MOXHOCTb;

6. Mcmonp3yii HECKOJBKO TIOYTOBBIX SMIUKOB. [lepBBId i1  YacTHOU
MEPENUCKU C aApecaTamMu, KOTOPBIM Thl JIOBEPSCIIb. JTO JJICKTPOHHBIN
aZpec He HaJ0 UCMOJIb30BaTh MPU PErUCTpaluy Ha (popyMax u calTax;

7. He otkpbiBail (aiimbl M Apyrue BIIOKEHUS B IMUCbMAaxX JaXe €Cld OHU
MPUIILTA OT TBOMX Jpy3ei. Jlydille yTOUHH y HUX, OTIPABIISUINA JIU OHU TeOe
9T (aiIbl;

8. Ilocne okoHuyaHusi pabOThl HA TOYTOBOM CEpPBUCE TIEpPeN 3aKPHITUEM
BKJIQJIKH C CAUTOM He 3a0y/1b HaKaTh Ha « BBIATIY.

KubepOyaiimHr uiim BUPTYyaJbHOE U3/1€BATEIbLCTBO

KubepOyasimHr — mpecieioBaHie COOOIICHUSIMH, COIEPKAIIMMHU OCKOPOJIEHUS,
arpeccuro, 3alyruBaHue; XyJUTraHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C TTIOMOIIBIO
Pa3JINYHBIX HTHTEPHET-CEPBUCOB.

OcHogHble coeembl no 060pbOe ¢ KUbEepoOyITUHSOM

1. He Opocaiics B Ooi. Jlyummii cmoco0: mMOCOBETOBAThCS Kak ce0si BECTU W,

€CJIM HEeT TOTO, K KOMY MOKHO OOpaTUThCsI, TO BHaYaje ycrnokouTbes. Ecnu

Thl HaYHEIIb OTBEYATh OCKOPOJCHHUSAMH Ha OCKOPOJIEHHS, TO TOJHKO €IIe

OOJIBITIE PA30KKEITH KOHPITUKT;

VYrpasnsii cBoelt kubeppernyTaiuei;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

N



4, He crouT BeCTH XYyJIUTaHCKUM o0pa3 BUPTYaJbHOM >KuU3HU. HHTepHeT
¢ukcupyeT Bce TBOM JCHCTBHUS U COXpaHSAET UX. Y JAIUTh UX OyAeT KpaiiHe
3aTPYIHUTEIIBHO;

Co0uromaii cBOM BHPTYaTbHYIO Y€CTh CMOJIONY;

Urnopupyii eauHuuHbld  HeratuB. (OJHOpA3oOBbIE  OCKOPOMTENIbHBIE

cooOmIeHust Jyulne urHopupoBatb. OOBIYHO arpeccus MpeKpalaeTcs Ha

HayaJIbHOU CTaJUH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIECHUSIMHU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIICHHI C
ONPEICIICHHBIX aJPECOB;

8. Ecnu Thl cBuzerens kuOepOysuiMHra. TBOM AEUCTBUS: BBICTYNHUTH MPOTUB
npeciaeaoBaTens, I0Ka3aTb €My, 4YTO €ro JEHCTBUS OLCHUBAIOTCS
HEraTUBHO, TIOAJEpPXKATh JKEPTBY, KOTOPOM HYXKHA IICUXOJOIMYECKas
MOMOILb, COOOIIUTH B3POCIBIM O (PAKTE arpeCCUBHOIO MOBEICHUS B CETH.

o o

MooOuiabHbId TesedoH

CoBpemenHble cMapThOHBI U IUIAHIIETHI COJEpkaT B ceOe BIIOJHE B3POCIbIN
GyHKIIMOHAT, W Temepb OHHM MOTYT KOHKYPHPOBAaTh CO CTaIllMOHAPHBIMHU
KoMmbroTepamMu. OJIHAKO, CPEJICTB 3aIUThI IS MOJOO0HBIX YCTPONCTB MOKa OYCHb
Mao. TecTWpoBaHME W TMOWUCK YSI3BUMOCTEM B HHUX MPOUCXOJUT HE TakK
MHTEHCUBHO, Kak 1iis [IK, To e camoe kacaeTcsi U MOOUIIBHBIX MPUITOKEHUH.

CoBpeMeHHBIE MOOWIBHBIC Opay3ephl YK€ MPAKTHYECKH JOTHAIA HACTOJBHBIC
aHaJoru, OJHAKO paclipeHue (Q(yHKIMOHAIA BJIEUYEeT 3a €000l OOJIbIIYIO
CJIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCe TMPOU3BOJUTEIM BBIMYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE
KPUTUYECKUE YA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcHogHble cosembl 01 6e30naAcCHOCHU MOOUTIbLHO20 meiedona:

1. Huyero He siBNIsieTCA MO-HACTOSIIIEMY OECIUIaTHBIM. Byab OCTOpOKEH, Belb
Korja tede mpeaiaraloT OecrIaTHhIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHEe-TO IJIATHBIE YCIIYTH;

2. Hywmaii, npexnae yem otnpaBuTh SMS, poro unu Bugeo. Tol TOUHO 3HACTIID,

r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo6xo1uMo 0OHOBIIATE ONEPAIMOHHYIO0 CUCTEMY TBOEro cMapTdOoHa;

Hcnonb3yil aHTUBUPYCHBIE MPOrPaMMBbI JJ11 MOOMIJIBHBIX TeJIe(POHOB;

He 3arpyxaii mpuiioskeHusi OT HEM3BECTHOI'O MCTOYHMKA, BEJAb OHU MOTYT

coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHE;

6. Ilocne Toro kak Thl BBIEIIb C CaliTa, T/ BBOJAWJ JIMUYHYIO MH(OPMAIHIO,
3aii B HACTPOIMKK Opay3epa U yaanu cookies;

7. Tlepuonnuecku MpoBepsid KakKve IUIATHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. HaBaii cBoii HOMEp MOOWUIBLHOTO TeliepOoHA TOJBKO JIOISM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEPSEIIb;

ok w



9. Bluetooth momxeH OBITH BBIKIIOUEH, KOTJa Thl UM HE MOJib3yelibcs. He
3a0bIBall MHOTIa TIPOBEPSTH ITO.

Online urpsi

CoBpeMEHHbIE OHJIAHH-UTPBI - 3TO KPAacOYHbIE, 3aXBaThIBAIOIIME pPAa3BIECUCHUS,
OOBEIMHAIOIINE COTHU ThICAY YEJIOBEK MO BceMy Mupy. WUrpoku uccnenyror
JaHHBIA UM MUp, OOLIAIOTCSA APYT C JAPYTOM, BBIIOJHSIOT 3a/laHusl, CPAKAIOTCS C
MOHCTPAMH M MOJYYaroT ONBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: MOKYHNAOT JMCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILHUU.

Bce aTu cpenctBa MayT Ha MOAJEPAKAHUE M PA3BUTUE WUIPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3AILIMH, BBITYCKAIOTCS HOBBIC
naTyu (Lu@poBbIe 3aIIaTKU ISl MPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1o/00HBIX WUrpax CTOMT OmacaThbCsi HE CTOJILKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)kK TBOETO IMapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
urp.

OcHogHble cosembl nO 6€30NACHOCMU ME0e20 uzpoe6oco aKkKaynma.

1. Ecnu npyroii urpok BeaeT ce0s II0X0 WK CO3AaeT TeOe HEMPUITHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;

2. Iloxamy¥icsa agMUHHCTpATOpPaM UIPbl Ha IJI0OXO€ MOBEAEHHUE 3TOIO UIPOKa,

KeaTeJIbHO PUIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3biBail TnuHy0 HHGOPMALIHIO B TpOodaiisie urpsl;

VYBaxkall Apyrux y4aCTHHKOB I10 UTPE;

He ycranapnuBaii Heo(puImaabHbIe TATYU U MOJIBI,

Hcnonb3yii CII0KHBIE U pa3HbIE TAPOJIH;

Jlaxke BO BpeMsi UTPbl HE CTOUT OTKJIt0YaTh aHTUBHUpYC. [IoKa Thl Urpaens,

TBOW KOMITBIOTEP MOTYT 3apa3uTh.

N ko

@OUIIMHT WA Kpaika JUYHbIX JAHHbIX

OOBIYHON KpaXkell JeHEer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAUBHUIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTHUN 3JI0YMBIIIJIEHHUKN IEPEMECTUIINCH B UHTEPHET,
Y TIPOJIOJKAOT 3aHUMATBCS <«JTFOOMMBIMY JIETIOM.

Tak mosiBHJIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DMILIMHT, TJIaBHAS
1eJdb  KOTOPOTO COCTOMT B  TIONYYCHMH  KOH(DHICHIIMAIBHBIX  JaHHBIX
M0JIb30BATENIEH — JIOTMHOB U maposeit. Ha anrmuiickom si3bike phishing untaercs
kak ¢umuHr (0T fishing — peIOHAas 0B, password — MapoJb).

OcHognule coeemul no 60pvoe ¢ PuunzZoM:
1. Cnenun 3a cBOMM akkayHTOM. Eciu Thl moJ03peBaellb, 4TO TBOS aHKETa

Obl1a B3jJ0OMaHa, TO HEOOXOAMMO 3a0JOKHPOBATH €€ M  COOOIIUTH
aIMIHHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;



2. Wcnonb3yii 6e3omacHbie BeO-CAThl, B TOM YHWCIIEe, HHTEPHET-Mara3uHoB U
MIOMCKOBBIX CHUCTEM;

3. HUcnonp3yit crnokHble W pas3Hble mapoiau. Takum oOpa3zom, eciu Teos
B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOIyYaT JOCTYI TOJIBKO K OTHOMY TBOEMY
poITIO B CETH, a HE KO BCEM;

4. Eciu T1eOsi B3nmOMand, TO HEOOXOAMMO TMpPEenyHpeauTh BCEX CBOUX

3HaKOMBIX, KOTOpbIe J00aBJICHBI y TeOS B OPY3bsX, O TOM, UTO TeOs

B3JIOMAQJIA U, BO3MOXXHO, OT TBOETO HMMEHH OyJIeT pacChUIaThCs CIaM U

CCBUIKH Ha (PUINMHTOBBIE CANTHI;

VYcranoBu HagexHbIN naposib (PIN) Ha MoOUIbHBIN TenedoH;

OTxiIr04M coXpaHeHHe mapodis B Opaysepe;

7. He oTkpwiBali Qaitibl M Apyrue BIOKEHHS B TMHUChMax JaKe €CITU OHH
IOPUIILIKA OT TBOUX JApy3ei. Jlydille yTOUHM y HUX, OTIPABIISUIM JIK OHU TeOe
3T (hailIibl.

o

Hu¢posas penyrauus

Hudposas penyraums - TO HEraTUBHAS WK MO3UTUBHAA MH(GOPMAIIHUS B CETH O
tebe. Kommpomerupyromas uHpopMalus pa3MelleHHas B HWHTEPHETE MOXKET
CEpbE3HBIM 00pa30oM OTpa3uThCcsl Ha TBOEH peanbHOU ku3HU. «lludpoBas
pernyTarus - 3T0 TBOM UMUK, KOTOPBIA hopMHUpyeTcss U3 UHPopMaluu o Tede B
UHTEpHETE.

TBOe MeCTO >XKHUTENbCTBA, y4eObl, TBO€ ()MHAHCOBOE IOJIOKEHUE, OCOOECHHOCTHU
XapakKTepa U pacckas3bl 0 OJM3KUX - BCE 3TO HAKAIUINBACTCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJMKAaluu JIMYHOU
uHdopmaruu B MIHTEpHETE, HE MOHKMMAsI BO3MOXKHBIX TociencTBuil. Thl naxe He
CMOXKeIIb IorafaTbcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KommenTapuu, pasmelnenue TBoux ¢ortorpaduil U Apyrue AEHCTBUS MOTYT HE
MCUYE3HYTh JAXKE MOCIE TOr0, KaK Thl MX YJAJWIIb. Thl HE 3HACIIb, KTO COXPAaHUII
3Ty uH(GOpPMAaIHIO, TI0Taja JIM OHA B IOUCKOBBIE CUCTEMbI U COXPaHMUJIACh JIU OHA, a
IJIABHOE: YTO MOJYyMAarOT 0 TeOe OKpy»XKarollee JIt0JId, KOTOpble HAWIYT U YBUIAST
sT0. Haiitn uH(pOpMannio MHOTO JIET CIYCTS CMOXET JI000M - Kak U3 J0OpBIX
noOy>XJIeHUI, TaKk ¥ C HaMEpPEHHEM MPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YT'OJIHO.

OcHogHble cosemul no 3auwume yUPpPosoit penymayuu:

1. Tlomymaii, mpexae yeM 4To-TO NMyOJMKOBaTh U MepeaaBath y ceds B Oiore
WA B COIMATIBHOM CETH;

2. B Hactpoiikax mpoduisi yCTaHOBH OTPAaHWYCHHUS HA TPOCMOTP TBOETO
po(HIIS U €ro COACPIKUMOTO, CACIIAN €r0 TOJBKO «IISl IPYy3ei»;

3. He pasmemait u He ykas3wpiBail nH(pOpMAIHIO, KOTOpas MOXKET KOTro-Jru0o
OCKOPOJIATH UK OOMKATh.



